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Hackers could turn your smart meter into a bomb
and blow your family to smithereens — new claim

And before that, pwn your loT gadgets via power supply gear
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Smart meters are "dangerously insecure,” according to researcher Netanel

Rubin — who claimed the gear uses weak encryption, relies on easily pwned
pratocols, and can be programmed to explode.

The software vulnerability hunter derided global efforts to roll out the meters
as reckless, saying the "dangerous" devices are a risk to all connected smart
home devices.

Smart meters can communicate with networked devices inside homes, such
as air conditioners, fridges, and the like, A hacker who could infiltrate the
internet-cannected meters could control those gadgets and appliances and
potentially unlock doors.

They could also manipulate the meter's code to cause fires, something that's
trivially easy using mains supplies, Rubin claimed. You'd be forgiven for
thinking fuses would prevent such a blaze, although the researcher is
convinced the hardware can be tricked into overexerting itself and exploding.

Smart meters are "dangerously insecure," according to researcher Netanel Rubin -

who claimed the gear uses weak encryption, relies on easily pwned protocols, and

can be programmed to explode.
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The software vulnerability hunter derided global efforts to roll out the meters as
reckless, saying the "dangerous" devices are a risk to all connected smart home

devices.

Smart meters can communicate with networked devices inside homes, such as air
conditioners, fridges, and the like. A hacker who could infiltrate the internet-
connected meters could control those gadgets and appliances and potentially unlock

doors.

They could also manipulate the meter's code to cause fires, something that's trivially
easy using mains supplies, Rubin claimed. You'd be forgiven for thinking fuses would
prevent such a blaze, although the researcher is convinced the hardware can be

tricked into overexerting itself and exploding.

"An attacker who controls the meter also controls its software, allowing them to
literally blow the meter up," he told (https://web.archive.org/
web/20220525130108/https://fahrplan.events.ccc.de/congress/2016/Fahrplan/

events/8272.html) the Chaos Communications Congress in Hamburg, Germany,

earlier this month.

"If an attacker could hack your meter, he could have access to all the devices
connected to the meter. The smart meter network in its current state is completely

exposed to attackers."

Rubin was accused of fear-mongering by the conference's audience. He shot back

that he wanted to grab the public's attention with dire warnings of exploding boxes —

claims that reminded E/ Reg of an old infamous World Weekly News spoof.

HACKERS CAN TURN YOUR

[ i ZHREE Moo
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By RANDY JEFFRIES | Wiiekty Wertd Ny

WASHINGTON — Right now,
computer hackers have the ability to
turn your home computer into a bomb
and blow you to Kingdom Come — and
they can do it anomymously from
thousands of miles away!
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He fended off comments from the audience that triggering explosions through

hacking was not possible, alleging it had been demonstrated in the US. (The Register

could not at the time of writing verify that claim. We've written a ton about insecure

smart meters, though, of course.)

While the physical security of the meter is typically strong, hackers still have plenty

of wireless vectors to attack and exploit to compromise the equipment, he argued.

Rubin listed smart meters' use of Zigbee and GSM protocols, often left insecure and
unencrypted, or at best secured with a GPRS A5 algorithm that is known to be
broken for more than five years. Attackers can also wirelessly force all units in an
area to connect to malicious base stations using their hardcoded login credentials.
This access grants miscreants direct access to the smart meter firmware for deep

exploitation.

"All meters of the same utility use the same APN credentials," Rubin told the

applauding audience. "One key to rule them all."

Worse, Rubin found smart meters that hand over critical network keys when
communicating with home devices without checking if the gadgets should be

trusted. This opens an avenue for criminals to set up equipment that masquerades

imap://DrMartin%40gamgroup.com@imap.gmail.com:993/fet...
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as home devices, steals the keys, and impersonates meters.

"You can communicate with and control any device in the house from way across the
street, open up locks, cause a short in the electricity system, whatever we want to
do. A simple segmentation fault is enough to crash the meter, causing a blackout at

the premises,"” Rubin said.

He says these security shortcomings would have been eliminated if proper
encryption was used, and the network was segmented instead of being treated as a
"giant LAN."

In 2009, in Puerto Rico, bill fraudsters were able to exploit similar security holes to
snatch USS400m. Rubin said the meters' ability to communicate with internal smart
home devices is merely an immediate concern — it will be way worse when utilities

expand in the future to form city-wide mesh networks with city smart appliances.

"The entirety of the electricity grid, your home, your city, and everything in between

will be in control of your energy utility, and that's a bit scary," he said.

About 40 percent of the smart meter market is held by Itron, Landis and Gyr, and

Elster. The European Union wants to replace more than 70 percent of electricity

meters with smart versions at a cost of €45 billion. There are already some 100

million meters installed globally.

Rubin expects a sharp increase in hacking attempts, and called on utility companies
to "step up." He said he will release an open-source fuzzing tool to help security
researchers test their own meters. "Reclaim your home, before someone else does,"

he said.

report.pdf

OVERVIEW:
Fire and Electrical Hazards from ‘Smart’,
Wireless, PLC, and Digital Utility Meters

Nina Beety
July, 2019
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Australia, Daily Telegraph, March.1, 2012.
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“Our experience has shown that these issues are systemic in the industry and we are
committed to delivering solutions that help our customers to overcome these challenges,”
said Sensus President Randy Bays in 2014.2 Sensus manufacturers Smart Meters.

Utility companies and regulatory commissions have publicly denied these problems. Fire.
and electrical risks have not been disclosed to the public. In California, the California
Public Utilities Commission refused to release results of a 2013 preliminary mvestigatlo
on Smart Meter fires and declined to mvestlgate further. Califomia fire officials have yet to:
launch a public investigation despite continuing problems..
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Problems undercotunted due to lack of broper investiaation - .
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Electrical engineer William Bathgate:

This small electronic part cannot
withstand more than a 300 Volts AC
surge. The part will explode when a
line voltage surge exceeds this limit,
such as when a tree branch touches
the high voltage lines or lightning
strike occurs nearby. Once this
Varistor explosion has occurred it
permits high voltage transfer to the
other circuit board components and
the circuit board substrate. This
results in the AMI meter literally
exploding from the meter socket or
in a severe melting of the plastic
components, likely leading to a fire
and/or severe home damage.

Most customers that comment when this occurs say

1/15/2025, 5:32 AM
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they hear a load pop or a boom,
followed by lights flickering, and
followed by arcing at the meter
housing.

This is not how a circuit board should be protected...There is no sound electronic
engineering firm that would permit 240 volts AC to short circuit across the circuit

boards due to a component failure such as a Varistor.

This is extremely dangerous.

Once the progression of the subsequent short circuit begins the line transformer will

apply up to 2,000 Amps to the meter housing until

either the feed lines to the home
disintegrate and vaporize or the
transformer line breaker/fuse trips
out after 50 seconds.

By this time the damage is so
extensive it is jeopardizing human
and animal life.

No such condition is possible from an Analog Meter.11

servlet.shepherd/version/download/068t0000001UX3MAAW

STATE OF MICHIGAN

BEFORE THE MICHIGAN PUBLIC SERVICE COMMISSION
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In the matter of the application of DTE

ENERGY COMPANY for authority to increase

its rates amend its rate schedules and rules Case No. U-18255
governing the distribution and supply of electric i
energy, and for miscellaneous accounting

authority

DIRECT TESTIMONY AND EXHIBITS
OF
WILLIAM S. BATHGATE

On Behalf of

Residential Customer Group

Q. Please state your qualifications and background.

A. I am an engineer having significant experience with the technology used in AMI Meters,
including the type of AMI Meter that DTE Energy Company and Detroit Energy
Company have been installing in their respective service territories. My educational

background includes:

Bachelors of Science, Western, 1llinois University, Macomb, IL and Advanced
Masters work from Iowa State University. My course of study was in industrial
electrical control system and computer engineering controls. My work experience

includes:

Professional Work History

2015-2017 TATA Consulting, Fiat Chrysler Automotive Account — Current Position
2015 -2017 Global Program Manager, Vehicle Systems - Auburn Hills, MI

2009 - 2015 Emerson Electric Corporation, Avocent Division

2009 - 2015 Global Program Manager, Power Distribution Systems, Emerson Corp.,
Avocent Div. — Huntsville, AL

1995-2009 Hewlett-Packard Co.
2005-2009 Managing Director, General Motors Account — Detroit, M1

2003-2005 Director of HP, Information Systems, Audit & Compliance - Americas,
CDN, USA, LA

2000-2003 Director of Global Operations, Ford Motors & Visteon Account — Detroit, MI

1998-2000 Director of HP Programs & Data Center Operations - Toronto, Canada

imap://DrMartin%40gamgroup.com@imap.gmail.com:993 /fet...
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1
2 1995-1998 HP Electronic Systems Engineer, Instruments Division - Palo Alto, CA
3
g 1983-1995 IBM Co.
6 1983-1995 IBM Corporation, Electronic Systems Engineer, Systems Division
7 = Armonk, New York
8
9 1977-1983 Textron Corporation
10
11 1977-1983 Textron Corporation, Control Systems Engincer Sundstrand Division
12 - Rockford, IL )
13
14
15 Speci nol erti
16
17 High tech power management systems, UPS and power distribution
18 Switched Made Power Supplies
19 Electrical and Electronic hardware engineering
20 Computer systems engineering
21 Radio Systems design and testing
22 High Current and High Voltage switches
23 Internet communications using both wired and wireless technologics
24 UL, CE (Europe), Africa, Japan, Australia and China product safety certifications
25 Cyber encryption and protection of Radio Communications using digital signals
26 RFI/EMI mitigation
27 My resume is provided as Exhibit RCG-01 (WSB-01) filed with this testimony.

28 II. DIRECT TESTIMONY

31 A.  Incontrast to an analog meter; an AMI smart meter itself utilizes significant électric’

32 energy, see Exhibit RCG-02 (WSB-02). Specifically, on average, a smart meter will
33 " consume approximately 2.37 kWh per day which equates to approximately 865 kWh'ﬁpg'f:’;
34 year, ata varying dollar cost depending upon the existence of higher per kWh tariff
35 - charges during peak times of the ddy.: The specific costs can range from approximately:
36 - $0.12135 per kWh inclusive of distribution and fuel:optimization charges relative to
37 meter operations during off-peak houts, and approximately $0.19835 for meter

2

1 consumption occurring during peak hours, For standard flat rates inclusive of distribution’

L] 2 rwd i tlaanimnes ¢ R ~F : tnle PN TAOEN XD DT Avinndna LT wad
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3 day amounts to approximately $120.674 annual cost borne by the consumer depending on
4 ~ rate tariffs, distribution charges and fuel recovery. These costs were never disclosed in
S advance to consumers as an outcome of the installation of an AMI Meter on their home.

6 In fact, the consumer was informed this would help them save money. The evidence is to
7 the contrary. If all the consumers in Michigan were told the new AMI would cost them

B0 Ay anTAgE OECHSIOMeH. What [ have discovered in AMI meter power consumption is a

RS 0 Are customers with AMI Meters incurring any other costs or risks that should be

2 considered by the Commission?

11 such EMI/RTI artifacts imposed on the electric wires and only the low frequency

12 sinusoidal wave form shown in the Exhibit RCG-05 (WSB-05) should be present. The
13 large osculating waveform shown in Exhibit RCG-06 (WSB-06) is not present with an
14 analog meter.

4 See Exhibit RCG-06 (WSB-06). i
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AR OTSEVeTeoMIaamEEe] Most customers that comment when this occurs say

12 they hear a load pop or a boom, followed by lights flickering, and followed by

13 arcing at the meter housing. This is not how a circuit board should be protected.

- There is no sound electronic engineering firm that would permit 240

short circuit across the circuit boards due to a component failure such as a.

of the subsec

 housing until either the ft

2 transformer line breaker/fuse trips out after 50 seconds. By this time th

3  issoextensiveitis jeopardizing human and animal life. No such condition is

21 same conditions today?
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& Had I known that

There are also a serious issue presented in the RF emitting mesh network used by

DTE. The use of the unlicensed spectrum of the 33cm frequency band (901 to 928
MHz) is a violation of my FCC privileges as an Amateur Radio operator. Amateur
opetations is a primary user of this spectrum and cannot be interfered with by

unlicensed user equipment. Such as the AMI meter. I run satellite

| can make a complaint to the FCC and cause DTE to 5 cease operations of the AMI

mesh network.

The Communications Act of 1934 ...

18

22

19

20

21
22

23

Does DTE Energy's failure to independently test AMI meters put customers at

risk? If so, how?

The AMI Meter Switched Mode Power Supply (SMPS) design is lacking what is called a

* differential voltage and common mode current filter circuit to keep it from back-feeding

high frequency voltage transients and magnetic currents as an electrical by-product onto

the home primary witing circuits. See Exhibit RCG-03 (WSB-03) and Exhibit RCG-05

(WSB-05). [

il This class of emissions is called EMI/RFI (commonly called EMC) and is

My testing has shown that Conducted Emissions far exceed FCC limits with typical peak

to peak voltages of 14-19 Volts and at frequencies ranging from 2 KHz to 36 MHz In
addition, 1 have found through testing a home under load that measured in excess of 27
Volts peak-to-peak at frequencies exceeding 40 MHz max. See Exhibit RCG-08 (WSB-
08). The oscilloscope trace I have provided is a typical home with no branch circuits
active and only measuring the Conducted Omissions from only the AMI meter. As noted in

the oscilloscope trace, the frequency of the emissions varies dramatically in phase with the

12
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60 Cycle AC. This makes it very problematic to state that the emissions are of a certain

fixed frequency, because they are constantly varying. This makes mitigating these

" emissions downstream from the AMI meter (with high amperages in the home requiring;

* multiple low pass limits to allow only the 60 cycle frequency to be present) extremely

expensive to procure; exceeding $7,000. All medical facilities and data centers used by the.

US DoD place these filters in line with the main electric:service classified in Mil Spec

+ ‘MIL-STD-461F NCEQ2 for 10 KHz to 10:MHz (see attached Exhibit RCG-09 (WSB-09).

the primary building wiring of sensitive facilities such as a senior health center, doctors

office, hospital or emergency center without an EMC mitigating high voltage and high'

amperage low pass filter between the utility source and the buildings load panels. Every.

_ medical office has many highly sensitive electronic equipment such as EKG and X-ray.
~equipment that are subject to the deleterious effects of these high conducted emissions.

~ which can degrade equipment or affect the reading and operational life of this type of

equipment. Yet the utility has proceeded to install AMI meters in these facilities and not

* “notified the owners of these businesses of the conducted emissions risks they now are:

subject to as the result of installing an AMI or Opt-Qut meter. Unfortunately the only fix

for the conducted emissions from the SMPS is a complete redesign with a connected wire

ground reference. This would effectively cause a redesign of the AMI meter. The other

option is an Analog Meter.

130

1/15/2025, 5:32 AM



S.M.A.RT METERS DEATH GRID

imap://DrMartin%40gamgroup.com@imap.gmail.com:993 /fet...

w

quipment such as'the following:’

- Rocking Bed

_ Electrically operated Respirator’

© Suction Machine (Pump)

Special

 Heart Rate Monitor

. PD APENA Monitor (Parkin

son’s disease control)

 Diaphragm Stimulator

sion treatment)

persons with Cystic Fibrosis lung

pectedly fail operation in

“be unpredictably compromised from formal operation when

14

1t in the AMI meter in use by DTE.

condition could die or suffer a

The only means to prevent harm to

14 of 28
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the residents of homes and certain
medical offices is the elimination of
the AMI installation and
replacement with an Analog Meter.

Placing at risk medically vulnerable
persons with severe conditions just
because the utility wants its way is

unconscionable.

If a tree or branch falls across the
lines and causes a high voltage line
to contact a lower voltage utility
line, much higher voltages can flow
down the line into a building. And
lightning strikes are about 30
million volts.

Electric meter testing company TESCO, 2015: 12

“Electronic meters fail as do electromechanical meters but differently.”
New failure modes include “Power supply damage due to lightning surges and other
causes". .

The fire department cannot get there in time once this chain of events starts because it
happens so fast.

Repeated surges up to the meter varistor's maximum threshold will weaken the varistor
and eventually destroy it, also allowing unregulated current to flow into the building.

Fire Chief Duane Roddy testified to the Michigan House Energy Commlttee in 2017 that he
watched a Smart Meter ignite and arc at his home from a surge.'® The electricity kept
flowing and arcing, melting the lines to his house, and didn't stop until the transformer on
the pole blew, and then the fuse on the pole finally tripped. In Pacific Grove, California,
PG&E crews shut off power to repair a transformer. When they re-connected the power,
they heard a popplng sound, and a nearby building’s Smart Meter and panel caught fire."

This situation is similar to the 60 cent bolt that fails and brings down an airplane

Circuit breakers inside a house or building do not protect from outside electrical problems
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